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1. About This Privacy Policy

Nelnet Business Solutions, Inc. and its subsidiaries (“NBS”, “we”, “our”, and “us”) respect your
concerns about privacy. NBS operates various brands that are covered by this Privacy Policy,
such as FACTS, Nelnet Campus Commerce, Nelnet Payment Services, Booknet, Xetta, My
Catholic Faith Delivered, NextGen, and Propelr This Privacy Policy describes the types of
personal information we obtain via our websites and online services that link to this Privacy
Policy (collectively the “Services”), how we use the information, with whom we share it, and the
choices available regarding our use of the information. This Privacy Policy also describes the
measures we take to safeguard personal information and how you can contact us about our
privacy practices.

Other divisions, affiliates, and subsidiaries of Nelnet, Inc. list their privacy practices on their
respective websites. Also, this Privacy Policy applies when we are the “controller” of the
information we collect, not the “processor”. For more information about what we mean by
“controller” and “processor”, please see our Notice to Our Organization Customer End Users

section.

This Privacy Policy also includes information specific to certain categories of users (for example,
residents of California)

Please read this Privacy Policy carefully to understand our policies and practices regarding the
information we collected and how we use it.

2. Notice to Our Organization Customer End Users

Some data protection laws in various jurisdictions distinguish between “controllers” and
“processors” of personal information. While other jurisdictions may use different terminology,
the concept typically remains the same. A controller decides why and how to process personal
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e Interact with us as a representative of an organization that has (or is considering) a business
relationship with us (e.g., you are our customer or our supplier).

e Create or use an account offered directly by us.

e Register for or attend one of our marketing, learning, or training events or webinars.

e Provide us with feedback about our Services.

e Receive a sales or marketing communication from us, including emails or telephone calls.

o Otherwise, give us consent to process your personal information for our legitimate
business purposes.

Under various global privacy laws, it is the controller who is responsible for responding to your
privacy inquiries, including any requests to exercise your data protection rights. You may choose
to submit such privacy inquiries and requests directly to us, however, if we are the processor
with respect to your inquiry or request, we will transfer validated requests and inquiries to the
applicable controller, as we cannot respond to such requests or inquiries unless instructed to do
so by the controller. We encourage you to direct your inquiries and requests to our organization
customers for whom you have a relationship with to ensure your privacy inquiries and requests
are processed promptly. Also, we are not responsible for the privacy or security practices of our
organization customers, which may differ from those set forth in this Privacy Policy.

If you have questions, please see the “How to Contact Us” section below for further

information.

3. Information We Obtain
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o Demographicinformation, such as date of birth; and other characteristics such as gender
or marital status;

» Device data and online activity information, as described in the
Automated Information Collection section below.

¢ Documents and uploaded content, including any materials you submit to us, such as
letters, forms, notices, or supporting documents related to your account;

o Employment and Education Information, including résumé or job application details,
education history, and related background information if you apply for a position with us or
interact with our services in a professional capacity.

e Sensory and communication data, such as audio recordings (e.g., customer service calls),
chat transcripts, emails, or other content you provide through our services.

 Information provided by third-parties, such as personal information about you from third
party data providers or publicly available sources for anti-money laundering, background
check or similar screening purposes, to protect our business and to comply with legal and
regulatory obligations

Information You Provide Directly to Us

Personal information that you provide directly to us will be apparent from the context in which
you provide it, for example:

e Filling Out Forms: If you fill out a form on our sites, you may provide your name, contact
details (postal address, email address and telephone number) and other information
requested by the form, such as the reason for your inquiry.
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Services, you may be asked to provide your name and contact information and other
information necessary to access the feature.

Each form in connection with our Services varies in the information required and collected. In
most cases, an asterisk (*) indicates the required information on a form. You may choose to
provide additional information within fields that are not required.

In addition, you may choose to submit personal information to us if you attend an event that we
or one of our affiliates or partners has organized or if you otherwise communicate with us on
social media or by sending us an email.

While the personal information you choose to provide is voluntary, providing certain personal
information may be necessary to offer you the relevant product or service. If you choose not to
provide certain information, this may affect our ability to provide you with certain products or
services.

Automated Information Collection

In addition, when you interact with the Services, or open or view our emails, we may obtain
certain information using various automated technologies, such as cookies, web server logs,
web beacons, and other technologies (collectively, “Cookies”). The types of Cookies used on
our Services may include:

e Browser Cookies: a small text file unique to your device. They can either be session-based
(in other words, lasting while your browser is open) or persistent (in other words, lasting
until you delete them or they expire).

¢ Local Stored Objects: stored on your device or browser to provide the Services.

o Web beacons: also known as an Internet tag, pixel tag or clear GIF, are small pieces of code
placed on a website or within the body of an email for the purpose of tracking activity on

https://factsmgt.com/privacy-policy/ 4/13


https://factsmgt.com/contact-sales/
https://factsmgt.com/

8/6/25,9:39 AM Privacy Policy - FACTS Management

<>FACTS

A @elnet Company

Products Industries Resources

Contact
Sales Company Parents

usage patterns. The information we obtain in this manner may include your IP address,
identifiers associated with your devices, web browser characteristics, device characteristics,
language preferences, referring/exit pages, clickstream data and dates and times of visits to the
Services. These technologies help us:

e Remember your information so you will not have to re-enter it;

¢ Understand how you use and interact with the Services and with our electronic
communications with you such as our emails;

e Tailor the Services around your preferences;
e Measure the usability of the Services and the effectiveness of our communications; and

¢ Otherwise manage and enhance the Services and our other services, and help ensure they
are working properly.

Your browser may tell you how to be notified when you receive certain types of cookies or how
to restrict or disable certain types of cookies. Please note, however, that certain features of the
Services may not work without use of cookies.

Depending on where you are located and the type of Services you are engaging with, we use a
consent management platform for you to manage your preferences for web-based Cookies.

Other Online Services and Third-Party Features

For your convenience and information, the Services may contain links to, or integrations with,
other websites, platforms, or services that include third-party features such as apps, tools,
widgets and plug-ins. For example, in connection with some of our Services, we may enable
users to import files directly from Google Drive into their instance of the Service via the Google
Workspace API to provide this functionality, enhancing user experiences with seamless file
integration. In such cases, we do not use any data obtained through the Google Workspace API

https://factsmgt.com/privacy-policy/

5/13


https://factsmgt.com/contact-sales/
https://factsmgt.com/

8/6/25,9:39 AM Privacy Policy - FACTS Management

<>FACTS

A @elnet Company

Products Industries Resources
Contact

Sales Company Parents

Tl IWYVY VVG WO I11IVITTIIALIVII

Legitimate Business Purposes
We may use the information we gather for the following legitimate business purposes:

» Provide and manage our services, including establishing and servicing accounts,
processing transactions, and managing our business relationships.

o Authenticate identity and authorize access to our platforms and services.

e Communicate with you, including responding to inquiries, providing support, sending
service-related messages, and offering promotions or other marketing communications.

o Personalize your experience, such as tailoring content, offers, and interactions to your
preferences, and measuring the effectiveness of our marketing efforts.

¢ Operate and improve our business and services, including developing new products,
analyzing usage trends, evaluating the performance of communications and campaigns,
and conducting accounting, auditing, and other internal operations.

o Perform data analytics and research, including market and financial analysis, customer
insights, and the deidentification, anonymization or aggregation of personal information.

¢ Enhance security and prevent misuse, such as protecting our services, users, and
systems from fraud, abuse, unauthorized access, and other harmful activity.

o Diagnose and address technical issues, support IT operations, and ensure system
reliability and continuity.

¢ Maintain business records and conduct internal administrative functions.

» Comply with legal and regulatory obligations, enforce our policies and terms, and
respond to law enforcement or regulatory inquiries.
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e Hubspot
e Apollo
o Clay

We also may use third-party session replay and screen capture services that record users’
interactions with our site, such as:

e HotJar
e Microsoft Clarity

The service providers that administer these services use automated technologies such as
Cookies to help us analyze your use of the Services. For more information, see our “
Automated Information Collection” section above. The information we obtain through our

Services may be disclosed to or collected directly by these service providers. To learn more
about these service providers, please consult their respective privacy policies. For example, we
use Google Analytics for this purpose. You can learn more about Google Analytics and how to
prevent the use of Google Analytics relating to your use of our sites here:

https://tools.google.com/dlpage/gaoptout?hl=en.
Marketing and Advertising

In connection with our Services, we may obtain information about your online activities to
provide you with advertising about services tailored to your interests. You may also see our ads
on other websites because we use third-party advertising services as described below. Through
such advertising services, we can target our messaging to users considering demographic data,
users’ inferred interests and browsing context. These services track your online activities over
time and across multiple websites by collecting information through automated means,
including with cookies, web server logs, web beacons and other similar technologies. The
advertising services use this information to show you ads that may be tailored to your individual
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We may use third-party CAPTCHA services in connection with the Services, such as Google
reCAPTCHA. The information we obtain through the CAPTCHA services may be disclosed to
or collected directly by these services. To learn more about Google reCAPTCHA, please visit
Google'sPrivacy Policy and Terms of Use.

5. How We Disclose Information

We may disclose the information we obtain about you with affiliates and subsidiaries. We also
disclose personal information with affiliated and non-affiliated third-party vendors to perform
certain services on our behalf, such as website hosting, data analytics, payment processing,
sending communications (e.g., via email), and other services.

In addition, sometimes the law or other circumstances require that we may disclose information
about you. Some examples include the following:

If we are required to do so by law or legal process (such as a court order or subpoena);
 Inresponse to requests by government agencies, such as law enforcement authorities;
o To establish, exercise or defend our legal rights;

» To protect, defend or enforce our policies, terms or agreements;

¢ When we believe disclosure is necessary or appropriate to address security or to prevent
physical or other harm or financial loss;

 In connection with an investigation of suspected or actual illegal activity; or
e Otherwise with your consent.

We also reserve the right to transfer information we have about you in the event we sell or
transfer all or a portion of our business or assets (such as in the event of a merger, acquisition,
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Marketing and Advertising. Depending on where you reside, you may have the right to opt out
of the sale of your personal information or sharing or processing of your personal data for
targeted advertising. You can exercise your opt-out rights by navigating to the “Your Privacy
Choices” link in connection with the relevant Services. For more information, visit our
Automated Information Collection section.

Depending on where you reside, you may also use the Global Privacy Control (“GPC") through
a supported browser to signal certain of opt-out preferences across our relevant Services.
Please see the “Additional Jurisdiction-Specific Information” section below for more details.

You can limit use of your information for interest-based advertising by:
» Browser settings. Blocking third-party cookies in your browser settings.

¢ Privacy browsers/plug-ins. By using privacy browsers or ad-blocking browser plug-ins
that let you block tracking technologies.

o Platform settings. We may use third-party advertising services, which offer opt-out
features that let you opt-out of use of your information for internet-based advertising,
such as the following:

Third-Party Advertising Services|Weblink for more information

Google Ads https:/adssettings.google.com/

Meta https:/www.facebook.com/about/ads
LinkedIn https:/www.linkedin.com/legal/privacy-policy.

 Interest-based advertising. To learn how to opt out of ad network interest-based
advertising in the U.S., please visit www.aboutads.info/choices,

http:/www.networkadvertising.org/choices, and http:/preferences-mgr.truste.com.

https://factsmgt.com/privacy-policy/ 9/13


https://adssettings.google.com/
https://www.facebook.com/about/ads
https://www.linkedin.com/legal/privacy-policy
http://www.aboutads.info/choices
http://www.networkadvertising.org/choices
http://preferences-mgr.truste.com/
https://factsmgt.com/contact-sales/
https://factsmgt.com/

8/6/25,9:39 AM Privacy Policy - FACTS Management

<>FACTS

A @elnet Company

Products Industries Resources

Contact
Sales Company Parents

8. Children'’s Privacy

We recognize the importance of protecting children’s online privacy. In general, our Services are
not directed to children under the age of 16. However, if you are a FACTS customer, certain of
our FACTS Services such as our Student Information System (“SIS") platform are intended to
be used by children, including children under the age of 13 (“children” or “students”), for
educational purposes only.

At FACTS, we presume that our school clients act as agents on behalf of parents and that a
school’s authorization for the collection of students’ personal information is based upon the
school obtaining all legally-required consents or other legally permissible purposes. In addition,
where the Family Educational Rights and Privacy Act (FERPA) applies to our Services, we act as
a “school official” with “legitimate educational interests” and we rely on our school clients to
obtain parental consent, if required. We only use this information to deliver services as directed
by those schools. We have detailed our collection and use of the personal information of
children below.

What information do we collect?

¢ When a student uses or interacts with our Services, the student may provide us with
personal information in connection with the following Services: FACTS SIS

e For more information, please review our “Information We Obtain” section.

e During a student’s use of our Services, we may collect certain information using various
automated technologies, such as cookies, log files, web beacons, and other technologies.
For more information, please review our “Automated Information Collection” section. This

information includes: IP address, identifiers associated with the Student’s devices, web
browser characteristics, device characteristics, language preferences, referring/exit pages,
clickstream data and dates and times of visits to our website and Services.
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Services, provide the Services on our behalf, perform website-related services, assist us in
analyzing how our website and Services are used, or perform other services.

e We may share information with companies that are affiliated with us, such as our direct or
indirect subsidiaries or parent or sister companies.

e We also may share information when you ask or permit us to do so; in response to
subpoenas or court orders; when we suspect fraud or criminal activity; to protect our
property and rights or those of a third party; to protect the safety of the public or any
person; or to prevent or stop activity we may consider to be, or to pose a risk of being,
illegal, unethical, or legally actionable.

Parental Choices

e Parents can review or have the information collected from their child deleted. Parents may
also refuse to permit further collection or use of such information. To do so, please see the
“How to Contact Us” section below.

9. Data Transfers

Personal information we collect may be stored and processed in the region in which it is
collected, in the United States, and in any other region where we maintain major operations. We
take steps to help ensure that the personal information we collect under this Privacy Policy is
stored and processed in accordance with this Privacy Policy regardless of where the data is
located. Such personal information may be transferred to our offices and servers and our
authorized third-party service providers.

10. Retention of Personal Information

To the extent required by applicable law, we keep the personal information for the period
reasonably necessary to achieve the purposes described in our Privacy Policy, plus a reasonable
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use of our Services. Users should not upload PHI in connection with our Services unless
explicitly agreed to in writing. If you believe PHI may have been inadvertently uploaded, please
contact us as specified in the How To Contact Us section below.

13. Changes To This Privacy Policy

We may update this Privacy Policy from time to time and without prior notice to you to reflect
changes in our privacy practices. We will indicate at the top of the notice when it was most
recently updated. The Privacy Policy is effective as of the date listed above and applies to our
services that link to this Privacy Policy. These changes or modifications supersede any prior
versions of this Privacy Policy.

14. How To Contact Us

If you have any questions about this Privacy Policy, please contact us by email at
AskPrivacy@nelnet.net.

Our Role as Processor

Depending on the situation, we may be the “processor” in connection with your privacy request

or inquiry. Please see the “Notice to Our Organization Customer End Users” section for more
information about what we mean by “processor”. In these situations, we follow the instructions
of our organization customers, and they control how your personal information is used. If you
have privacy questions or want to exercise your rights regarding data we process on their behalf,
you should contact that organization directly. We will support them in responding to your
request, but we cannot make decisions about your data without their guidance.

If you're unsure who to contact, feel free to reach out to us, and we can help direct you to the
appropriate party.
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